RM Matters
August 2016

Data Backup: What’s Your
Risk Tolerance?
By TDIC Risk Management Staff

We've all heard the horror stories. The parents who lost their child’s
baby pictures. The corporate executive who lost an important sales
presentation. The new bride who lost video of her big day. The
college student who lost his entire thesis and had to start it all over
again from scratch.

Data loss can happen to anyone, at any time.

Even those on the cutting edge of technology are at risk. The
creators of Toy Story 2 nearly lost the film mid-production when a
Pixar employee accidentally deleted data files and the backups
failed. Luckily, a technical director had saved portions of the film
on her home computer, and Buzz and Woody were brought back
to life.

Data loss can even happen to dentists.

The Dentists Insurance Company reports one Bay Area dentist
lost all of his patient records when his hard drive crashed. When
he attempted to restore the data by accessing his backups, he
discovered his system hadn't been backing up for two years.

“Having a backup system for storing information is critical, but it is
also critical to check those systems,” said Sheila Davis, assistant vice
president, Claims and Risk Management, TDIC. “If you don't perform
regular backups, and you don't check to make sure those backups
are functioning, you run the risk of losing everything.”

In the case above, the dentist did lose everything — and then some.
Not only did he have to spend thousands of dollars to rebuild his
system, he also had to recreate patient files. Because insurance
companies require documentation for claim reimbursement, he had
to retake patient radiographs. He also had to cross his fingers and
hope that his patients were honest enough to pay what they knew
they owed, as he had no billing records.

“There was a chance he would have to write off a significant amount
of income, should patients refuse to pay their bills. Most people are
understanding when it comes to computer glitches, but it's still a risk,”
Davis said.

Whether from human error, viruses, technical malfunctions, natural
disasters or theft, data loss can have a huge impact on any business.
In fact, nearly half of all small businesses have experienced some
form of data loss, according to online backup provider Carbonite.
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Luckily, there are ways to avoid complete devastation. Topping the
list is making sure your backups are run regularly and accurately.

“Too often, people forget to check their backups,” Davis said.
“Backups are a failsafe. But even failsafes should be double

checked.”

John Christopher, senior manager of marketing communications at
DriveSavers data recovery, said one of the biggest mistakes small
business owners make is failing to monitor the performance of their
backup systems.

“Backups are not routinely evaluated for effectiveness,” he said.
“Often, data is lost when the administrator of a computer system
believes the backup system is functioning when it is not. Then, when
the primary system fails, there isn't a backup. Backup systems must
be regularly maintained and files that have been backed up must be
regularly reviewed fo ensure that scheduled backups are functioning
properly and all copied data is corruption-free and useable.”

Cost is one of the major reasons business owners fail to back up
their computers. There are upfront costs, such as hardware, and
ongoing costs, such as monthly monitoring fees and storage fees.
But the costs associated with a data loss are much greater, so it is a
small price to pay.

“Dentists with up-to-date backups can be back to work within a few
days,” Davis said. “Those without can spend weeks trying to get up
and running again.”

Another reason dentists fail to back up their data simply comes
down to time. According to a 2016 Backup Awareness Survey
conducted by cloud storage provider Backblaze, 24 percent of
computer users never back up their systems, and 42 percent only do
it once a year.

“What could be more of time consuming than having to rebuild
your entire system, and reconstructing all of your patient records?”
Davis asked.

Most experts recommend realtime backups, also known as
continuous backups, in which changes are automatically saved as
they are made. That way, should a data loss occur, there will be
no gaps in data recovery. Other options include conducting a full
backup at a set point in time, such as once a day or once a week.
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“The real question is, ‘what's your risk tolerance?’” Davis asked.
“How much data are you willing to lose2 A week’s worth A month?2
A year?”

Another consideration is where to store your backups. Many practice
owners use external hard drives, but these can also fail if connected
to a network should a virus strike or a malfunction occur. Some use
thumb drives or portable drives, which can be stored offsite. Many
are now opting for cloud-based storage, which allows continuous
backup and access to data at any time. It should be noted that

there are HIPPA considerations when choosing cloud storage, and
dentists should sign a Business Associate Agreement with any cloud
service provider. To access a sample agreement, visit www.cda.org/
member-resources/practice-support/resource-index and click “HIPAA
Business Associate Agreement” under Regulatory Compliance,
Privacy/HIPAA.

“We advise dentists who perform hard backups to disconnect
the drive and store it offsite in a secure location. Better yet, we
recommend investing in a HIPPA-compliant cloud-based data
backup service,” Davis said.

Christopher said it's best to have multiple backups, stored in multiple
locations.

“Keep one backup offsite in case some type of accident or disaster
occurs,” he said. “Automate your backup system so there is less
likelihood of human error. Regularly check the data on your backup
devices to ensure it is useable and to ensure that backups are
performing as expected.”

Whether personal or professional, a data loss can lead to unwanted
expense, headache and stress. But by assessing your risk tolerance
and taking a few preventative measures, it is possible to avoid
catastrophe and get back up and running sooner.

TDIC’s Risk Management Advice Line can be reached at
800.733.0634.

Page 2 of 2

For use by the California Dental Association components, the
Arizona, Hawaii, Nevada, New Jersey, North Dakota and
Pennsylvania dental associations, the Alaska Dental Society and
the lllinois State Dental Society. If you reprint this article,
please identify TDIC as the source.

TDIC requires this article be used in its entirety. If you need to edit,
expand or reduce this article, please call Taiba Solaiman beforehand
at 800.733.0634, ext. 5360 or fax your suggested changes or
additions to 877.423.7949.
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